JUNIPEL SECURITY PRODUCTS COMPARISON MATRIX ~ TechaccEss>

Deep Integrated
Inspection Anitvirus/
IPS Antispam

Webfiltering
(Integrated/
External)

Max Max Max
ThroughPut Sessions Policies

Virtual Virtual
Systems LANS

Security
Zones

Virtual High

Firewall/VPN Products Routers Availability

Interfaces

Routing

SRX5800 40SFP GFI|gei.:c)ng§€||>g1(oseﬁgoE Eﬁ’;,ffkﬁ‘ﬁ.igﬁ” XFP) 120 Gb‘”ﬁrew;'(')' ég;bl‘;;mw AES VPN, 14,000,000 80,000 Future release 4,09 512 500 MR A/A OSPF,;EESLT/ V2 Yes / Yes No No /Yes
SRX5600 40SFP G;f'eilgcxz:’;?(ﬁ:?f;g;"( E?o:frf)lgfe %‘m XFF) 60 Gops ﬁ”"“':';gg?:’;; USSR 9,000,000 80,000 Future release 4,09 256 500 AR A/A OSPF',aﬁ:){i':;z:” L S No No/Yes
SRX3600 - Gig§,1106/ 18%;2??0;0423 (;Eéﬁ‘zfggm R 30Gbp‘ﬁ’ewa:'(’)ziﬁf:’ssmﬁ/ AES VPN, 6,000,000 40,000 Future release 4,09 256 500 MR A Ospﬁai:zig';’” 2 Yes /Yes No No/Yes
SRX3400 - Gig§,1106/ 18%;3??0;0423 g‘:pﬁﬁ;&m il 2 G""Sﬁrewaé"&ﬁff;;')g/ BN 3,000,000 40,000 Future release 4,09 256 500 MP A OSPF';ER::';’” Z Yes /Yes No No/Yes
SRX1400 610(2 Log(/) 1%012565:21?261;01/(;/01%%%; ;SZF ?ﬁ;‘i;gé’sﬁ 10Gbps ﬁz’e(‘;’fp'lfb?;'/’;g;";;" and IPS, 512,000 40,000 Future release 4,09 256 500 AR AR Ospﬁai:zizzr‘/ V2 Yes / Yes No No /Yes
SRX650 410700/ 10(:)065 Z:;';’:f:;"’""’“"g“' 7Gbp‘ﬁ’ewagég‘asﬁflsp?y RS 512,000 8,192 N/A 4,09 128 60 MR A vgs:x,ffml;‘i l’s " No/Yes Yes Yes
SRX240 16.10/100/ 1000;A T);)Sttgtlzll)l’sili, :,1 S/eoris;Ioith:IuEp]or'ring SFP,ADSL, 1.5 Gbps ﬁrewazlls,(f:l:)bl;)ﬂsbliss 3DES/AES VPN, 1622(’)(;)[;)(;8 409 /A 51 1 2 AR A V(Z)IS'P\AF',)II.%SGII;(Al:lllFt’lv;/S ‘ No /Yes Yes Yes
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SRX100 810/100 650 Mb"‘ﬁ'ewiﬂ'tzfe“l":s'f 3DES/AESVPH, ggggﬁ 384 N/A 16 10 3 AR A/A ng;FPfSG';ATIi’I"C l/s . No/Yes! Yes / Yes* Yes
16350 “905/31023“232:%651/20 i\lgtsstzsip?;:g%fFrojiggmo; " mf,,ib ;ngas"\,m 256,000 10,384 N/A 1024 50 30 NRAA | OSPFBGR RIPVIAZ No /Yes Yes Yes
14350 41905/;02;;1232:%65'{20 Z'3351"'2’23395fTJTSS%?OJ " 6001&fbﬁ5§;2;3‘:\’:2'\,p,4 128,000 5,192 N/A 512 50 30 NRAA | OSPEBGR RIPVIAZ No/Yes Yes Yes
mnm | e | ot | | e | | o | | osw | e | omamn | e | 6 | e
::::::::::::ggf 8mini-GBIC (S¥LX orTX), or2 XFP 106ig (SRor LR) : ;SQSPE';‘I’)‘EE;Z“E’;UPN 21%%%%%%/ 40,000 upt0500 4,094 16;1:&?"1"‘300 3;(;‘;;‘;:"30 AR AA,F/m | OSPF,BGR RIPYI/V2 Yes/No No No/Yes
:f;?:::ﬁlr/s uptole m';‘;f:/'foo(sfpm’gg1‘:)"6:;?;}?:} 1%1000' upto 4Gb"5ﬁ’ew"';' é:pbspligw AES VPN, 1,000,000° 30000 upto 250 4,008 24 bSO | 3ROB0 | ppumFm | OPEBGERRIAL | Yes/es No Yes /Yes
f;::::l':’;s tpto 16'“';‘;165/'1(00(53(;‘)‘()?%;1‘3’67‘; ?51:{) 1‘1%1000' upto ZGbp‘ﬁre‘”“':' (!;)';‘};zm/ e 500,000° 10,000 upto50 4,098 Hoa b0 | I ROTD | MRAMFM | OPEBGERRIAL | Yes/Yes No Yes / Yes
SSG550M/ 410/100/1000 and 6 i/o slots supporting SFP, Serial, T1, 14 Gbps firewall, (650+ Mbps w/ 256,000/

5565200 E1, D53, E3, ADSL and ADSL2 (SSG550M only), ADSL2+, $56520m), 500 Mbps 3DES/AES VPN 128000 4,000 N/A 1501125 60 16/11 AR AA 0SPF, BGR, RIPYI/V2 Yes /No Yes Yes / Yes
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iDP series intrusion detection

Detection Mechanisms

Signature updates

InterFaces High Availability

. : Max throughPut Max sessions Operational Modes

and prevention appliances
iDP8200 10 Gbps 5,000,000

Passive sniffer
iDP800 1Gbps 1,000,000 inline bridge

inline Proxy-ARP

iDP250 300 Mbps 300,000 inline router
iDP75 150 Mbps 100,000

8including Stateful
Signatures,

Protocol Anomalies and

Backdoor Detection

Daily and
emergency

configurable up to 16 ¢G or 16 FiberSX/ByP or 8 10
G fiber traffic, 1 <G mgmt and 1 ¢G HA ports

optional integrated bypass for copper and
fiber for all traffic ports

10 G traffic, 1 cG mgmt and 1 ¢G HA ports

8 (G traffi, 1 c@ mgmtand 1¢G HA ports integrated bypass

4,096

Access Method

Interfaces

High Availability

SA series SSL VPN appliances Market segment Concurrent users License options Cluster options
Large enterprises, service providers, up to 10,000 on a single unit; up to Multi-unit cluster (up to 4 units) or
5A6500, SA6500 FIPS large government agencies 30,000 on a 4-unit cluster User Licenses, clustering, Secure dluster pairs
meeting, icE, Enhanced Endpoint
i : Security, iVS
$A4500, SA4500 FIPS WMid-size o arge enterpriscs, 101000
government agencies
Cluster pairs
- . User Licenses, Clustering, Secure
SA2500 Small to mid-size enterprises up to 100 Meeting, Enhanced Endpoint Security

« Clientless core Web Access
« Secure Application manager
« Network connect, Jun0S Pulse

Plus redundant power supply, hard
drive w/ real-time data mirroring, and
additional memory

2RJ-45,10/100/1000 traffic; 1 RJ-45
10/100/1000 mgmt; 4 SFP GigE ports

2RJ-45,10/100/1000 A/P, A/A, Stateful Peering, clustering

IC series unified access control
appliances (uac)

Market segment

Enforcement Points

Simultaneous endpoints

Interfaces

Clustering / High Availability

ic6500 unified Access control
Appliance

Large to very large enterprises and
government agencies

ic6500 FIPS unified Access control
Appliance’

Large to very large enterprises and
government agencies

« Any Juniper networks firewall/VPN product, including SSG Series, ISG
Series, and SRX Series
« Ex Series Ethernet switches

up to 20,000 standalone; up to 30,000 in 3-unit cluster

clustering; dual, mirrored hot swappable SATA hard drives;
dual hot swappable fans;
dual hot swappable power supplies (optional)

4RJ-45, full or half-duplex (auto-negotiation)

« Any vendor’s 802.1x-enabled switch/access point
« Juniper networks J Series Services routers, as Layer 3 Source IP
enforcement points

Crandal

. iDP Series appliances as role-based application-level policy

ic4500 unified Access control
Appliance

Medium to large enterprises, or
remote/branch offices

up to 20,000 standalone; up to 30,000 in 3-unit cluster

clustering; dual, mirrored hot swappable SATA hard drives;
dual hot swappable fans;
dual hot swappable power supplies (optional)

Four-port 10/100/1000 copper interface card

enforcement points
« Leverages SRX3400, SRX3600, SRX5600 and SRX5800 gateways for
Layer 2 - Layer 7 application traffic visibility

From 25 t0 5,000

2 RJ-45,10/100/1000 full or half duplex (auto-negotiation)

clustering

MAG 2600

MAG 4610 MAG 6610

MAG 6611

0ld Equivalent SA700/5A2500 SA4500/1C4500 SA4500/5A6500/1C4500/1C6500 *1 SA4500/5A6500/1C4500/1C6500 *1
Chassis Type fixed fixed modular modular

SSL Functionality yes yes yes yes

SSL Concurrent users (Max) 100 1000 1k or 10k (depending on App. Blade) 1k or 10k (depending on App. Blade)
UAC Functionality limited *2 yes yes yes

UAC Concurrent users (Max) 200 (see *2) 5000 5k or 30k (depending on App. Blade) 5k or 30k (depending on App. Blade)
Power Supplies 1fixed 1 fixed 1 max but removable 2 max but removable

19 inch format no no*3 yes yes

Application Blades sm160 embed. sm160 embed. sm160 or sm360 (modular) *4 sm160 or sm360 (modular) *4
Expansion Slots App. Blades na na 2 4

(MC (Chassis Management) na na yes yes
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High availability definitions: A/P = Active / Passive mode, A/A = Active / Active mode, F/m = Active / Active full mesh mode, H/A
Lite = firewall and VPN failover without session synchronization.

requires purchase of virtual system key; Every virtual system includes one virtual router and two security zones, usable in the virtual
or root system.

Please visit http://csrc.nist.gov/cryptval/140-1/1401vend.htm for FIPS 140-2 certificates for these platforms.

IPS and antispam features are supported on SRX100 as of Jun0S 0S 10.0.

concurrent sessions listed are based upon maximums with current shipping ISGSeries hardware. older ISGSeries units may need an
optional memory upgrade to achieve maximum concurrent session capacity. Firewall/ VPN concurrent sessions maximum for older
1SGSeries units without the optional memory upgrade are 250,000 for the iSG1000 and 500,000 for the i562000. older ISGSeries
units with the optional IPS upgrades installed aLReady have the maximum concurrent session capacity and do not require a emory
upgrade.

Increased Session, VPN tunnel, VLAn capacities and A/P HA and HA Lite require an Extended License key.

106500 FIPS uAc Appliance adds a dedicated Federal information Processing Standard (FIPS) 140-2 Level 3 certified Hardware
Security module (HSm) to handle all cryptographic operations.

increased sessions for high memory SRX100, SRX210, and SRX240 models.

Depending on inserted modules (application blades)

MAG 2600 Can only be used as single SSL appliance OR as a Guest Access Appliance

19" bracket for 2 units available

MAG-SM160 Application Blade can be used as SSL unit with 1K users OR can be used as UAC unit with 5K users
MAG-SM360 Application Blade can be used as SSL unit with 10K users OR can be used as UAC unit with 30K users




